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The detailed algorithm of SSARV(P) — Safety System Analysis of Rail Vehicles is presented in this paper. Particular
steps of SSARV(P) take into account the selected rules of LOPA — Layer of Protection Analysis. SSARV(P) is an
overall method of SSARYV provided for conceptual phase of safety system. The essence of SSARV(P) is to evaluate
the proposed safety system based on measures of hazard risk. The measure of hazard risk is determined using known
risk models. This paper presents also a description of LOPA and its general algorithms. Basic information about the

independent layers of protection are presented as well.
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1. INTRODUCTION

The purpose of safety systems is to
rationalise risk in the area of its operation in the
way that for hazards identified in them, at least
acceptable risk level is provided [18]. The number
of measures of risk reduction operating in the
framework of safety system, the types of such
measures and the level of reliability of their
operation, among others, decide about efficiency of
realization of the purpose defined in such way.
Reasonable selection of measures of risk reduction
for occurring sources of hazard is an essential task
from the perspective of arrangement of safety
system. Normally, when the arrangement of safety
system was not preceded by an adequate analysis
of its operation, safety system contains excessive
number of measures of risk reduction, which
generates substantial investment costs and cost
connected with its operational use.

For the analysis of operation of safety
system, layer model of safety system (WMSB) can
be applied. Figure 1 presents exemplary graphic
interpretation of such a model.

The essence of layer model of safety system
(WMSB) is division of safety system components
into independent groups called layers of
protection. Using definition of layer of protection
presented by K. T. Kosmowski e.g. in paper [11]

this term means applied components of safety
systems, which facilitate risk reduction by
preventing generation of sources of hazard,
localising sources of hazard and reducing results of
undesirable events.

Particular importance of layer model of
safety system (WMSB) is emphasized by
W. Glodek regarding description of protections of
industrial (chemical) processes. Suitability of
applications is highlighted, among others, by
authors of papers [3, 4, 9-12, 14-17].
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Fig. 1 Exemplary interpretation of layer model of safety
system
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Systematisation of analysis and substantial
facilitation of risk assessment particularly working
out scenarios of development of initiating
undesirable events, are primary benefits stemming
from application of layer model of safety system
(WMSB) to analyse operation of safety systems

[9].

2. LAYERS OF PROTECTION ANALYSIS
- LOPA

2.1. PRELIMINARY REMARKS

LOPA (Layers of Protection Analysis) is a
method of assessing operation of safety systems.
LOPA concept— according to A. Szymanek [15] —
is connected with so called defence in depth
principle. This principle instructs to generate
protection chains created from the following
components: physical, technical, procedural, and
organisational. Systems designed in such a way
significantly improve safety level in areas where
they realize their functions. Locating those systems
in complex systems: Human - Technique —
Environment yields particular advantages. Safety
systems of multi-barrier topology have such
characteristics that disturbing any barrier is
detected on local level of system protection [16].
Thus, defence in depth concept is applied to
control risk in industrial systems of process
chemistry as well as in management of functional
safety of appliances on the basis of rules of
IEC61508 standard and sector rules of IEC61511
(for process industry) [16].

The basis of LOPA — with reference to
defence in depth principle — is to identify links in
the chain of object/system protections, which for
the purposes of this procedure and other
procedures of safety system analysis — are called
IPL — Independent Protection Layers. IPL are the
results of accepted procedure of safety system
modelling particularly grouping measures of risk
reduction including specified criteria (criteria
applied in identification of IPL and description of
exemplary IPL are presented in chapter 3). In other
words Independent Protection Layers (IPL) are a
certain functional structure, whose components
comprise selected (classified in the scope of one
layer) measures of hazard risk reduction.
Independent Protection Layers (IPL) realize —
through classified measures of risk reduction —
specified safety functions. As a result, they enable
operating sequences of development of undesirable

68

events occurring in the area (object), for which
safety system was dedicated.

In many papers about LOPA, it is assumed
that the purpose of LOPA is to verify applied IPL
to provide acceptable level of hazard risk
activating in a form of undesirable events (ZN) in
the area of analyses.

LOPA is also called semi-quantitive method
of risk analysis (e.g. papers [4, 14]) or simplified
method of risk analysis (e.g. papers [3, 12]). This
stems from specific LOPA algorithm simplified in
relation to known quantitative methods of hazard
risk analysis. Authors of the method admit that
LOPA is a rather preliminary stage of advanced
quantitative risk analysis. It is a procedure usually
applied after quality analysis [12].

2.2. DESCRIPTION OF LOPA

In LOPA procedure the analysis of only one
pair of components of a specific relation cause—
consequence is assumed, which is called event
scenario. With reference to basic components
taking part in risk management processes (sources
of hazard (ZZ), hazards (Z), undesirable events
(ZN)), it is suggested to call the indicated relation:
relation Z1—ZN (initiating event — undesirable
event). Initiating event is a result of presence, state,
characteristics of at least one source of hazard (ZZ)
occurring in the area of analysis. However,
normally occurrence and certain synergy of several
ZZ are revealed as ZI. Named components of risk
management processes (ZZ, Z, ZN) are in cause
and  effect  relations, called briefly chain
Z Z=Z—Z N. Thus, relation components 7T — 7N
should be comprehended as links of Z Z=Z —Z N
chain. Selection of relation ZI — ZN can be made
from relations or sequences of development of
events identified in analyses preceding LOPA e.g.
safety review or quality methods of risk analysis.

Record of transfer from ZI into ZN is
presented in a form of sequences of event. Those
sequences are worked out with inductive methods,
which are also defined as bottom up method. This
stems from the way of analysing possibilities of
development of ZI against applied safety functions.
Independent Protection Layers (IPL) map action
(with success or failure) of safety function on ZI.
Safety functions are taken by measures of hazard
risk reduction classified into layers of protection. It
is assumed that operation of IPL always happens
according to two logical statuses: success (yes),
failure (no). As a result of development of ZI, ZN
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are created which end the sequence of event. In
further phases of LOPA, sequence of event is
selected which leads to event of the highest level
of loss. It is recommended in this paper to call such
sequence of event, as it was also called in paper
[13] - representative sequence of events (RSZ).
Applying principles of Event Tree Analysis (ETA)
method is a suitable mode to work out sequence of
development of ZI. The extent of influence of IPL
on ZN can be defined also by applying ETA.

If risk level connected with certain RSZ is
not acceptable, in safety system further measures
of risk reduction, which support operation of
existing layers or operate as another IPL (and can
be analysed as another IPL in safety system model)
are introduced in the safety system. Methodology
of LOPA does not contain guidelines about
selection of IPL which are adequate for
identification of hazards. In the description of
LOPA presented by the authors of paper [1] certain
suggestion can be found about the form of safety
system and thereby IPL which can occur in such
system. Examples of layer models of safety system
worked out on the basis of paper [1] are given by
many authors. Figure 2 presents selected example
of such model according to the author of paper

[11].
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Carrying out analysis, after selecting development
scenario ZN, it should be defined what measures of
risk reduction, which can operate as IPL, should be
applied in safety system. Basic information
regarding IPL is presented in chapter 3.

2.3. PROCEDURE ALGORITHMS OF LOPA

LOPA can be presented in a few steps.
Among LOPA algorithms presented by various
authors, e.g. papers [3,4,12,13,14] , no
fundamental differences occur, they usually refer
to the number of algorithm steps. Further — for
comparison — selected exemplary LOPA
algorithms are presented and described. According
to e.g. the authors of paper [12] LOPA can be
carried out in six steps. Algorithm steps presented
below were worked out on the basis of paper [12]:
1. Identification of effects of undesirable events
occurring in the area of analysis.

2. Selection of sequence of event leading to an
accident.

3. Identification of ZI and defining frequency or
probability of this event.

4. Identification of IPL and assessment of
probability of failure on demand of each IPL

5. Hazard risk assessment connected with
sequence of accidents.

6. Hazard risk estimation connected with sequence
of accidents.

Fig. 2. Layers of protection of exemplary safety system. Study based on [11]
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Occasionally — as the author of paper [14]
suggests — in the registration phase (collecting) of
method algorithm of documentation regarding
analysed system is taken into account. This
documentation includes documentation of risk
identification, technical designs of safety system
components, reports of safety inspection, design
documentation of layers of protection, etc.

However, the authors of papers [13]
recommend short LOPA algorithm consisting of
three components:

1. Analysis of occurrence of a sequence of events
leading to the most serious consequences or
most probable sequence of events (called by
the authors of paper [13] representative failure
scenario (RZA)) without IPL.

2. Analysis of occurrence of a sequence of events
leading to most serious consequences or most
probable sequence of events with IPL.

3. Hazard risk estimation.

The authors of paper[17], following the
algorithm presented by the authors of LOPA,
defined the analysis algorithm below:

1. Selection of event initiating accident scenario
(representative event scenario RSZ) and its
cause.

2. Assessment of frequency of occurrence of
initiating event in representative event scenario.

3. Identification of protection layers (IPL) and
assessment of probability of their failure on
demand (PFD).

4. Calculation of frequency of effects of initial
events.

5. Hazard risk assessment pointed in RSZ as
combination of frequency of initial events and
measures of their effects.

6. Hazard risk estimation. Return to step 3 of the
algorithm if it is necessary to reduce frequency
of effects of initial event and reach acceptable
risk level.

7. Continuation of analysis for all significant event
scenarios.

2.4. THE MAIN ASSUMPTIONS AND
METHOD ALGORITHM. ANALYSIS OF
SAFETY SYSTEMS OF RAIL VEHICLES.

This paper presents extensive algorithm of
SSARV(P) method — analysis of safety systems
dedicated to rail wvehicles. Individual method
components take into account selected principles
of already described LOPA method. SSARV(P)
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method is a version of general SSARV method,
planned for conceptual phase of safety system. The
essence of SSARV(P) is to estimate designed
safety system made on the basis of accepted
measure of risk. Measures of risk are defined using
known risk models.

It was accepted that SSARV(P) method
consists of three phases:

- creating the model of safety system,

- analysing the operation of layers of
protection,

- estimating the level of residual risk.

Figure 3 presents diagrammatically the idea of
SSARV(P) method and mention its phases. Figure
4 presents general algorithm of SSARV(P)
method. The description of consecutive steps is
presented below.

The main assumptions of the method:

- the level of risk identified in the area of
analyses is not acceptable,

- safety system reacts to and affects sources
of hazard in the area of analyses,

- safety system can be presented in a form of
layer model,

- layers of protection are the results of
accepted procedure of safety system
modelling, particularly grouping measures
of risk reduction taking into account
certain criteria,

- grouping of measures of risk reduction is
made according to safety functions
realized by measures of hazard risk
reduction,

- measure of risk reduction realizes or
participates in realization of only one
safety function,

- layer of protection realizes only one safety
function,

- selection of measures of risk reduction for
safety system is made from existing and
known measures.
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Fig. 3. Schematic diagram of individual phases of analysis method of safety system dedicated to rail vehicles —
SSARV(P). Explanation of abbreviations is given in this article.

Step 1. Identification of sources of hazards
(22)

It is suggested to use known methods for
identification of sources of hazards e.g. check list
method, check lists of sources of hazard in norms
and standards referring to machine safety, safety
overhaul, records of undesirable events, methods
based on brain storming technique. Among others,
papers [7,10] present concept and formal
procedures of identification of sources of hazards
and identification of hazards using check lists of
questions about occurrence of sources of hazards.

Step 2. Selection of measures of risk reduction
(SRR)

This step consists in selection of measures of
risk reduction, which will be applied in the safety
system with reference to sources of hazards.
Selection of those measures can be made using
various modes. It was assumed in SSARV(P)
method that selection of measures of risk reduction
(SRR) is made on the basis of regulations referring
to machine safety e.g. norms [2]. In this phase it is
worth to mention in what safety function, selected
measure of risk reduction can participate.

Step 3. Identification of safety function (FB)

Formalized procedures of identification of
safety function on the basis of measures of risk
reduction (SRR) have not been created. Any
available information and characteristics of
measures of risk reduction (SRR) are used for this
purpose, especially, information about the mode of
their operation and available technical knowledge

referring to design of measures of risk reduction
(SRR).

Step 4. Identification of independent protection
layers (IPL)

Identification of independent protection layers
(IPL) consists in defining (naming and marking)
layers of the model according to accepted
classification and classifying measures of hazard
risk reduction used in the safety system for
appropriate layers. The modes of realizing
identification process of independent protection
layers are presented in papers [6, 8]. One mode
distinguishes — it is identification of independent
protection layers on the basis of: a) existing safety
system, b) classification of measures of risk
reduction, ¢) known multi-layer models of safety
systems, d) safety functions defined in e.g. study of
results of another method of risk analysis, €) on the
basis of safety regulations. Attention should be
drawn to the fact that independent protection layers
meet specified criteria (described in chapter 3). In
SSARV(P) method it is suggested to apply the
mode consisting in determining safety function
(FB) on the basis of safety function (FB) which
can realize measures of risk reduction (SRR).

Step S. Defining initiating events (ZI)

Initiating event is a result of presence, state,
characteristics of at least one source of hazard (Z2)
occurring in the area of analysis. However,
occurrence and specified synergy of several
sources of hazard (ZZ) can usually be considered
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as initiating event (ZI). Defining initiating event
consists in pointing and naming (marking) on the
basis of source of hazard (22).

Step 6. Working out sequence of development
of initiating events (SRZ)
It is recommended to apply principles of Event
Tree Analysis (ETA). A substantial difference in
LOPA procedure in comparison to ETA procedure

effects of undesirable event and omitting influence
of external conditions such as meteorological
conditions, wind velocity, atmospheric stability,
occurrence of ignition sources, territorial layout of
system components. Figure 5 presents exemplary
course of sequence of events and schematic
diagram of the second phase of SSARV(P)
method.

STEP L .
1 Identification of sources of hazards (2Z)
STEP . . . .
2 Selection of measures of risk reduction (SRR)
STEP o .
3 Identification of safety function (FB)
STEP
4 Identification of independent protection layers (IPL)
STEP o
5 Defining initiating events (ZI)
STEP . A
6 Working out sequence of development of initiating events (SRZ)
STEP . . L
7 Selection of representative sequences of initiating events (RSZ)
STEP Defining value of hazard characteristics connected with representative sequences of
8 initiating events RSZ
STEP : : . : o
9 Hazard risk evaluation connected with representative sequences of initiating events (RSZ)
STEP
10 Working out documentation of analysis results

Fig. 4. General method algorithm, Safety System Analysis of Rail Vehicles — SSARV(P)

is taking into account during creating sequence of
events only material measures of hazard risk
reduction e.g. automatically working components
and/or systems alarms, physical systems reducing
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Fig. 5. Schematic diagram of analysis concept of layers of protection with SSARV(P) method — safety system
analysis dedicated to rail vehicles

Step 7. Selection of representative
sequences of development of initiating events
(RSZ)

In the set of initiating events — undesirable
events (ZN) ending sequence of development of
initiating events (ZI) — there are events, which can
be regarded as safety system's success, because
after occurrence of initiating event, positive actions
of the system started up, which caused that
undesirable development of initiating event did not
occur. There are also initial events, which should
be regarded as safety system's failure, because after
occurrence of initiating event, the actions of safety
system ended with failure and damage or disaster
happened. It is recommended that selection of
representative sequences of events should be made
on the basis of initiating events, which attest to
failure of the operation of safety system.

Step 8. Defining value of hazard characteristics
connected with representative sequences of
initiating events (RSZ)

Hazard characteristic is a variable, whose
values are used to define hazard risk component.
Hazard characteristics include, among others:
history of hazard activation in the area of analysis,
probability of hazard activation, size of
damage/loss generated in the area of analyses
stemming from hazard activation, value of
damage/loss stemming from hazard activation, size
of exposures generated by sources of hazard.

Step 8-1. Defining the value of probability of
hazard activation

Defining the value of probability of hazard
activation is realized with procedure of quantitative
analysis of sequence of events. This consists in
defining probability of occurrence of undesirable
events (ZN) through multiplying consecutive
frequencies (or probability) of occurrence of
initiating events (ZI) by probability of
failure/success of independent protection layer
(IPL) connected with specified tree's branch. For a
branch referring to success (yes), success
probability ¢, is assumed and for a branch referring
to failure (no) probability ¢, =1 — g, ;s is assumed.
The sum of probabilities on each branching should
equal 1, and the sum of probabilities of all
undesirable events (ZN) (branches) should equal
the value of frequency of occurrence of initiating
events.

Step 8-2. Defining the measure of extent of
losses connected with undesirable events (ZN)

Defining the measure of extent of losses
connected with undesirable events (ZN) can be
made using various modes. It is recommended to
apply models of measures of risk used in known
quantitative methods or quality-quantity methods
to keep quantitative dimension of SSARV(P).

Step 9. Hazard risk evaluation connected with
sequences of initiating events (RSZ)

It is wverification (through evaluation,
comparison) to which risk category/class
(acceptable, tolerable, unacceptable) the risk,

evaluated on the basis of selected (known) risk
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model taking into account, among others, the value
of hazard characteristics defined in step 8, belongs
to. If the value belongs to risk class unacceptable,
step 10 of the algorithm should be made — steering
residual risk.

Step 10. Working out documentation of
analysis results

The list of sequences of events leading to

undesirable events (ZN) and recommendations
about realization of procedures connected with
steering residual risk, should be presented in this
step. Generally, steering residual risk can be
understood as purposeful interaction on analysis
area — system, object, process — in the way that for
hazards recognized in it, at least tolerable risk level
is provided. In case of designing safety system, it
is an adequate configuration of this system. It
usually consists in implementing additional
measures of risk reduction, however, amendment
of efficiency of measures of risk reduction (SRR)
is also a reasonable approach. Efficiency of
measures of risk reduction (SRR) is expressed
through e.g. probability of failure/success on
demand.

3. GENERAL
INDEPENDENT
LAYERS (IPL)

The scope of independent protection layers
(IPL) usually includes several reduction measures
of hazard risk. In special case only one measure
can create protection layer. It is accepted that each
independent protection layer (IPL) can be
considered as measure of hazard risk reduction,
however, not each measure can be considered as
independent protection layer (IPL). Examples of
measures of risk reduction  (SRR) which
themselves perform function of independent
protection layers (IPL) are presented e.g. in paper
[17]. Normally, in the analysis of sequences of
events in LOPA only material components of
safety systems such as: automatic operation of
components an/or systems, alarms, established
action procedures, physical systems reducing
effects of undesirable event are taken into account.

DESCRIPTION OF
PROTECTION

Influence of external conditions such as
meteorological ~ conditions, wind  velocity,
atmospheric stability, occurrence of ignition

sources, territorial layout of system components,
are omitted. However, it is assumed that protection
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layers should meet the following criteria (own
work on the basis of papers [1, 12]:

- speciality criterion: speciality is understood as
orienting independent protection layer (IPL) to
reduction of components of hazard risk
connected with selected initiating event,

- efficiency criterion: efficiency is understood as
ability to counteract hazard activation (when
IPL acts according to its purpose) in case
residual IPL fail,

- independence criterion: independence is
understood as lack of proneness to influence of
residual IPL and influence of initiating event,

- verifiability criterion: verifiability is understood
as predicted in design proneness to
control/estimation of extent of fulfilment of
safety function by a layer.

Efficiency of operation of IPL is expressed
by PFD (Probability of Failure on Demand) index,
which is defined as probability that system (IPL)
will not realize its function when it is required. In
the analyses of operation of safety function, the
fact that the area of system operation itself
(process, object) is safe itself, is usually taken into
account. In such case, for an object in the function
of area of analysis, defining PFD should be
possible. An object with certain PFD can be treated
in further phases of the analysis as independent
protection layer (IPL).

4. CONCLUSION

Analysis of operation of safety systems is a
tool simplifying realization of risk rationalisation
process in the areas where safety systems operate.
Significance of this process is especially
appreciated in process industry (chemical). With
reference to areas of such industry operation,
relatively the largest number of design procedures
and appropriate application of safety systems can
be indicated. This stems mostly from seriousness
of identified hazards. Only one comprehensive
method — Layer of Protection Analysis (LOPA),
received formal conception. Operation of safety
systems is usually based on multi-layer concept.
This concept, among others, is used in LOPA
recommending that analyses of operation of safety
systems are carried out using multi-layer models of
those systems. The essence of those models is a
division of safety system components into
independent groups called layers of protection.
Acceptance of multi-layer model of measures of
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hazard risk reduction systematised creation of such
models and simplified risk estimation, especially
working out scenarios of development of initiating
undesirable events.

Such analyses have not been carried out yet with
reference to safety systems dedicated to rail
vehicles. This paper presents detailed algorithm of
method of safety systems analysis dedicated to rail
vehicles — SSARV (Safety System Analysis of Rail
Vehicles). Individual method components include
selected principles of LOPA method. The essence
of SSARYV is estimation of safety system operation
as a whole, carried out on the basis of measures of
risk. Measure of riskis defined on the basis of
known risk models.
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